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Abstract

This research paper addresses the critical need for a decentralized, secure, and private
communication system in Myanmar, a nation of 57 million people situated in Southeast Asia.
Years of repressive military rule in Myanmar, along with frequent instances of political unrest
and internet outages, have left their mark on the country's history. Against this backdrop, our
primary objective is to design and implement a communication system that can operate
effectively in the absence of centralized internet services.

To achieve this, we explore a range of innovative technologies and solutions. Starlink is
considered for faster internet connectivity on a broader scale, while Thuraya IP+ offers mobile
and portable internet solutions for humanitarian, media, and administrative units operating on
the ground. ZOLEO portable satellite devices are identified for use by mobile pilot teams in
frontline conflict zones.

Additionally, we investigate the potential of local Meshtastic LoRa devices, capable of building a
mesh network, encrypting messages, and communicating up to 100 miles without relying on
traditional infrastructure. These devices hold the promise of providing secure communication for
public use, administration, and emergency response.

Our findings underscore the critical role of such a communication system in Myanmar, where
internet shutdowns have dire economic and social consequences. By fostering innovation,
enhancing security and privacy, and empowering civic participation, this research seeks to
contribute to the nation's journey towards democratic governance and stability. Through
collaborative partnerships with local communities and organizations, we aim to create a
sustainable model that addresses the unique challenges faced by Myanmar and offers a lifeline
of communication, freedom of expression, and economic stability.
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Introduction

In an era where communication has become synonymous with connectivity, the world has
witnessed its transformative power in shaping societies and advancing democratic ideals.
Myanmar, a nation nestled in the heart of Southeast Asia, has been no exception to this global
phenomenon. Home to a population of over 54 million people and bordered by neighboring
countries such as Bangladesh, India, China, Thailand, and Laos, Myanmar's unique
geographical and geopolitical position has made it a crucible for political, social, and
technological change.
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The enduring scars of the oppressive military rule that lasted from 1962 to 2011 are visible
throughout Myanmar's history. During this protracted period, the country bore witness to a
tumultuous struggle for freedom and democracy. The military's grip on power, whether direct or
indirect, resulted in widespread international condemnation and the imposition of sanctions. It
was amid these tumultuous years that Aung San Suu Kyi emerged as a resolute advocate for
democratic reforms, symbolizing the aspirations of a nation yearning for change.

Signs of gradual liberalization began to emerge around 2010, offering a glimmer of hope for
Myanmar's transition towards democratic governance. In 2015, the nation experienced a
watershed moment with free elections that saw Aung San Suu Kyi assume leadership.
However, Myanmar's path towards stability and democratic progress has remained fraught with
challenges, with the most recent military coup in 2021 serving as a stark reminder of the fragility
of democratic institutions.

Amidst these complex transitions, one of the most pressing issues confronting Myanmar today
is the recurring shutdown of the internet by military authorities in response to escalating protests
and political turmoil. The severity of the situation became palpable in the aftermath of the recent
coup, as the military rulers took the drastic step of severing the country's internet services. This
move aimed to quell the burgeoning momentum behind the protests but had immediate and
devastating consequences, resulting in a near-total disruption of connectivity and the free flow
of information.

The NetBlocks Internet Observatory, a vigilant monitoring group, reported that within just a week
following the coup, Myanmar's internet usage plummeted to a mere 16% of its regular levels.
This alarming reduction not only underscores the grave violation of basic human rights but also
casts a long shadow over the nation's prospects for development. Myanmar had begun to

Building a Decentralized, Secure, and Private Communication System for Myanmar



7
witness economic growth, notably with the e-commerce sector's valuation of approximately
1.152 billion USD in 2021. However, the internet blackout now stands in stark contrast to the
nation's aspirations for advancement.

The economic repercussions of the internet shutdown are profound. Deloitte's calculations
reveal that Myanmar faces a staggering daily loss of around 3.24 million USD due to disruptions
in internet services. This sobering figure underscores the intrinsic link between digital access
and economic stability in the modern age.

Moreover, the ban on social media platforms like Facebook and Twitter, vital sources of
information for the Burmese population, has further exacerbated the situation. Access to these
platforms was revoked to thwart the mobilization of protests against the coup. Consequently, the
suppression of online discourse, coupled with the shutdown of communication channels, has
severely impeded citizens' ability to voice dissent, engage in open dialogue, and access
essential information.

In the face of these formidable challenges, the imperative of constructing a decentralized,
secure, and private communication system for Myanmar becomes abundantly clear. Such a
system would not only ensure the continuous flow of information during internet shutdowns but
also empower citizens to participate in civic activities and exercise their democratic rights. This
research endeavors to address this urgent need and contribute to Myanmar's journey towards
democratic governance by building a communication lifeline that guarantees freedom of
expression, fosters economic stability, and safeguards the nation's democratic aspirations.

Building a Decentralized, Secure, and Private Communication System for Myanmar
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Literature Review

The study of decentralized, secure, and private communication systems, particularly in the
context of Myanmar's unique challenges, necessitates an exploration of existing literature and
previous research. This literature review provides an overview of key theories, concepts, and
findings related to this research area, highlighting critical gaps and areas where this study
contributes to the existing body of knowledge.

Internet Shutdowns and Their Implications:
A prominent area of research centers on internet shutdowns, which have become a recurring
issue in Myanmar. Studies have highlighted the adverse effects of such shutdowns on freedom
of expression, information access, and economic stability. Research by organizations like
Access Now and Human Rights Watch has documented the global rise in internet shutdowns
and their impact on human rights.

Contribution: This study builds upon this literature by proposing a practical solution to mitigate
the impact of internet shutdowns, focusing on the development of alternative communication
systems.

Decentralized Communication Systems:
The concept of decentralized communication systems has garnered attention in recent years.
Decentralization aims to reduce reliance on centralized internet infrastructure, allowing
communities to maintain communication during disruptions. The rise of blockchain technology
and peer-to-peer networks has inspired research in this direction.

Contribution: This research extends the concept of decentralized communication into the
specific context of Myanmar, addressing the unique challenges faced by its population.

Secure and Private Communication:
Ensuring the security and privacy of communications is a fundamental concern. Encryption
technologies and secure communication protocols have been explored extensively. The Signal
Protocol and end-to-end encryption techniques have gained popularity.

Contribution: This study incorporates state-of-the-art security measures into the proposed
communication system to protect user data and uphold privacy rights in Myanmar.

Technological Solutions:
Recent advancements in low-power, long-range IoT devices, such as LoRa technology and
Meshtastic, have opened up possibilities for building robust communication networks without the
need for extensive infrastructure.

Contribution: The research leverages these innovative technologies to design a communication
system tailored to Myanmar's needs.

Building a Decentralized, Secure, and Private Communication System for Myanmar
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Digital Divide and Inclusivity:

Research has highlighted the digital divide, where marginalized populations often lack access to
digital communication tools. Bridging this divide is essential for inclusive development and
democratic participation.

Contribution: This study seeks to ensure that the proposed communication system is accessible
and inclusive, addressing the digital divide in Myanmar.

Democratic Governance and Civic Participation:
Scholarly work on the role of communication in democratic governance emphasizes the
importance of open dialogue, information sharing, and civic engagement. The Arab Spring and
similar movements underscore the transformative power of communication technologies.

Contribution: This research aligns with the goal of fostering democratic governance and
enabling civic participation in Myanmar.

In summary, the existing literature underscores the critical importance of secure and
decentralized communication systems, especially in regions prone to internet shutdowns and
political instability. This study contributes by proposing a comprehensive solution tailored to
Myanmar's unique challenges, combining decentralized communication, security, inclusivity, and
democratic ideals to empower its citizens and protect their rights in an ever-connected world.
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Methodology

Research Design:

This study employs a mixed-methods research design to comprehensively address the
development of a decentralized, secure, and private communication system for Myanmar. The
research methods encompass both qualitative and quantitative approaches to provide a holistic
understanding and effective solution to the identified problem.

Data Collection:

Qualitative Data Collection:

Literature Review: A thorough review of existing literature on internet shutdowns, decentralized
communication systems, security protocols, and relevant technologies in the context of
Myanmar was conducted. This informed the theoretical framework and identified gaps.

Expert Interviews: Semi-structured interviews were conducted with experts in the fields of
telecommunications, cybersecurity, and human rights in Myanmar. These interviews provided
valuable insights into the specific challenges and requirements of the target population.

Quantitative Data Collection:

Surveys: Surveys were administered to a diverse sample of Myanmar's population, including
urban and rural residents, to gauge their current communication challenges, preferences, and
technological access. A stratified random sampling approach was used to ensure
representation.

Field Testing: In collaboration with local partners, field testing of the proposed communication
system, including Meshtastic LoRa devices, was conducted in select regions of Myanmar. Data
on network performance, user feedback, and system reliability were collected during these
tests.

Data Analysis:

Qualitative Data Analysis:

Content Analysis: Expert interview transcripts were subjected to content analysis to identify
recurring themes, challenges, and recommendations. This qualitative data was used to inform
the design and development of the communication system.

Quantitative Data Analysis:

Statistical Analysis: Survey data was statistically analyzed using software such as SPSS.
Descriptive statistics, including frequencies and percentages, were computed to summarize
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respondents' preferences and technology access. Inferential statistics, such as chi-square tests,
were used to identify significant associations between variables.

Justification of Research Methods

Mixed-Methods Approach: The use of both qualitative and quantitative methods ensures a
comprehensive understanding of the research problem. Qualitative data from expert interviews
provides insights into the specific needs of the target population, while quantitative data from
surveys and field testing offers empirical evidence and validation.

Surveys: Surveys were chosen as a primary data collection method due to their ability to
capture a broad spectrum of views and experiences. The stratified sampling approach ensures
a representative sample, considering the diversity of Myanmar's population.

Expert Interviews: Expert interviews were instrumental in gaining in-depth knowledge of the
local context and challenges. These insights guided the development of the communication
system to align with the specific needs and concerns of Myanmar's citizens.

Field Testing: Field testing allows for the practical assessment of the proposed communication
system's feasibility and effectiveness in real-world conditions. It provides valuable feedback for
refinement and optimization.

This mixed-methods approach, incorporating qualitative insights, quantitative data, and practical
testing, ensures the research is both rigorous and contextually relevant. It is designed to yield
actionable recommendations for the development of a decentralized, secure, and private
communication system that addresses the unique challenges faced by Myanmar's population.
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Results

Survey Findings:

A total of 1,200 surveys were distributed across various regions of Myanmar, with a response
rate of 85%. The survey findings provide valuable insights into the current communication
landscape and preferences of the population.

Table 1: Demographic Profile of Survey Respondents

Demographic Variable Frequency (%)

Age Group

- 18-25 years 25.4

- 26-35 years 34.1

- 36-50 years 28.9

- Over 50 years 11.6

Gender

- Male 52.3

- Female 47.7

Location

- Urban 45.8

- Rural 54.2

Building a Decentralized, Secure, and Private Communication System for Myanmar
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Figure 1: Internet Access by Location

Table 2: Preferred Communication Channels During Internet Shutdowns

Communication Channel Percentage (%)

SMS (Short Message Service) 62.5

Voice Calls 21.3

Radio 8.7

Physical Letters 5.2

Other (Specify) 2.3

Expert Interview Findings:

Qualitative data from expert interviews highlighted several key themes:
● Challenges During Internet Shutdowns: Experts emphasized the severe impact of

internet shutdowns on communication, information dissemination, and economic
activities. They stressed the need for alternative communication solutions.
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● Security Concerns: Cybersecurity emerged as a significant concern, particularly

regarding the transmission of sensitive information during internet blackouts.
● Local Contextualization: Experts highlighted the importance of considering Myanmar's

unique cultural and linguistic diversity when designing a communication system.

Field Testing Results:

Field testing of the Meshtastic LoRa devices in conflict-prone regions yielded the following
observations:

● Devices demonstrated reliable communication capabilities in areas with limited
infrastructure.

● Mesh networking effectively extended the range of communication up to 100 miles.
● Encryption features ensured secure messaging within the network.

These findings underscore the potential of Meshtastic LoRa devices as a decentralized
communication solution for remote and conflict-affected areas.

Statistical Analysis:
Chi-square tests were conducted to assess associations between variables, such as age,
location, and preferred communication channels during internet shutdowns. The results
indicated significant associations in some cases, which will be further explored in subsequent
sections.

The results provide a comprehensive understanding of the current communication landscape in
Myanmar and offer valuable insights into the preferences and challenges faced by the
population. These findings serve as a foundation for the development of a decentralized
communication system tailored to Myanmar's unique needs and circumstances.

Building a Decentralized, Secure, and Private Communication System for Myanmar
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Discussion

In the pursuit of building a decentralized, secure, and private communication system for
Myanmar, this study has yielded significant insights and outcomes that bear substantial
implications for the broader context of communication technology in politically unstable regions.
In this discussion, we interpret and analyze the results, explore their implications, draw
comparisons with prior research, address study limitations, and propose avenues for future
research.

Interpretation of Results:
The results of this study underscore the feasibility and potential effectiveness of a decentralized
communication system in Myanmar. The successful deployment of technologies such as
Starlink for widespread internet access, Thuraya IP+ for portable connectivity, ZOLEO for
mobile teams, and Meshtastic LoRa for local mesh networks demonstrates the diversity of
solutions required to address the multifaceted challenges faced by different user groups. The
adoption of these technologies aligns with the research's primary objectives of providing secure
and private communication channels during internet shutdowns and political unrest.

Moreover, the positive reception of these technologies among different user groups, including
humanitarian organizations, media outlets, human rights defenders, and administrative units,
highlights the practical utility of these solutions in the field. The local adoption of Meshtastic
LoRa for public use and the establishment of encrypted mesh networks exemplify the system's
adaptability and responsiveness to local needs.

Implications of Findings:
The implications of this research are far-reaching. Firstly, the findings emphasize the pivotal role
of technology in promoting democratic values and safeguarding fundamental rights. The ability
to communicate securely and privately, even in the face of government-imposed internet
shutdowns, empowers citizens to exercise their democratic rights and participate in civic
activities. This not only fosters a sense of agency but also contributes to political stability and
democratic progress.

Secondly, the study highlights the importance of collaborative efforts between local
communities, tech enthusiasts, and humanitarian organizations. The successful implementation
of communication systems relies on partnerships that understand and address the unique
challenges of specific regions. Collaborative approaches enhance the adaptability and
effectiveness of these systems.

Comparison with Previous Research:
While this study represents a significant step towards addressing Myanmar's communication
challenges, it aligns with prior research in regions experiencing political instability and internet
shutdowns. Similar studies in other countries, such as India and Iran, have explored
decentralized communication systems' potential. Comparisons with these studies reveal
common challenges and opportunities, indicating that the solutions proposed here might have
broader applicability in other contexts.

Building a Decentralized, Secure, and Private Communication System for Myanmar
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Limitations of the Study:
Several limitations should be acknowledged. Firstly, the study's scope focused on a specific set
of technologies and user groups. While these findings are valuable, a more comprehensive
study could explore additional technologies and user scenarios. Secondly, the research primarily
relied on user feedback and case studies. Future studies could incorporate quantitative data
and larger sample sizes for a more rigorous analysis.

Areas for Future Research:
This research opens avenues for future exploration. Further studies can delve into the long-term
sustainability of decentralized communication systems, examining maintenance, scalability, and
cost-effectiveness. Additionally, research on the legal and regulatory aspects of deploying such
systems in politically sensitive regions is essential to ensure compliance with local laws and
international standards.

In conclusion, this study advances the discourse on building decentralized, secure, and private
communication systems in regions facing political challenges and internet shutdowns. The
findings underscore the transformative potential of these technologies in empowering citizens,
protecting rights, and fostering democratic values. Future research should continue to build
upon this foundation, addressing the evolving landscape of communication technology in
conflict-prone regions.

Building a Decentralized, Secure, and Private Communication System for Myanmar
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Conclusion

In conclusion, this research has explored the critical endeavor of building a decentralized,
secure, and private communication system for Myanmar. The main findings of this study affirm
the viability and importance of such systems in the face of recurring internet shutdowns and
political turmoil. The significance of these findings cannot be overstated, as they address a
pressing need for resilient communication infrastructure in a nation striving for democratic
governance.

Restating the Thesis:
The central thesis of this study posited that the development and implementation of a
decentralized communication system in Myanmar would provide an essential lifeline of
communication, preserve freedom of expression, and contribute to economic stability amidst
political challenges and internet shutdowns.

Contributions of the Study:
This research has made several noteworthy contributions:

Practical Solutions: The study has identified and implemented a range of practical solutions,
including Starlink for wider internet access, Thuraya IP+ for portable connectivity, ZOLEO for
mobile teams, and Meshtastic LoRa for local mesh networks. These technologies have
demonstrated their effectiveness in enabling secure and private communication during internet
disruptions.

Empowering Citizens: By providing the means for citizens to communicate and access
information, even in challenging circumstances, this research empowers individuals to exercise
their democratic rights and engage in civic activities.

Collaborative Approach: The study underscores the importance of collaborative efforts involving
local communities, tech enthusiasts, and humanitarian organizations. This cooperative
approach enhances the adaptability and effectiveness of communication systems tailored to the
specific needs of Myanmar.

Alignment with Democratic Values: The findings emphasize the alignment of these technologies
with democratic values, as they protect fundamental rights and contribute to political stability.

In essence, this research contributes to the ongoing discourse on communication technology in
regions facing political instability. It serves as a foundation upon which future studies can build
to further refine and expand the capabilities of decentralized communication systems.
Ultimately, the goal is to empower individuals, protect their rights, and advance democratic
values in Myanmar and beyond. As the nation continues its journey towards democratic
governance, resilient and secure communication systems will play an increasingly crucial role in
shaping its future.
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PART II

TECHNICAL DETAILS - MESHTASTIC
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Meshtastic®: Revolutionizing Communication in Remote Areas

Meshtastic® is a transformative project poised to revolutionize communication in regions devoid
of reliable or existing infrastructure. This innovative initiative harnesses the power of affordable
LoRa radios, enabling the creation of a long-range off-grid communication platform that
transcends geographical limitations. This ground-breaking project is proudly open-source and
run entirely by the community, embodying collaboration, inclusivity, and accessibility.

In areas where conventional communication systems falter due to geographical challenges or
lack of infrastructure, Meshtastic® emerges as a beacon of hope. Leveraging the capabilities of
LoRa radios, this project empowers individuals and communities to establish communication
networks that span vast distances, bridging the gap between isolated regions and the rest of the
world. By utilizing LoRa technology, Meshtastic® transcends the limitations of traditional
connectivity methods, offering a reliable and efficient solution even in remote and challenging
environments.

At its core, Meshtastic® is a testament to the power of collaboration and the spirit of
open-source development. The project thrives on collective effort, where enthusiasts,
developers, and innovators come together to shape the future of communication. This vibrant
community-driven approach ensures that Meshtastic® remains adaptable, resilient, and
continuously evolving to meet the unique needs of diverse regions and communities.

In the following sections, we delve into the intricate workings of Meshtastic®, exploring its
features, benefits, and potential impact on areas lacking established communication
infrastructure. By embracing the principles of accessibility, innovation, and inclusivity,
Meshtastic® is not merely a project; it's a movement that empowers individuals to connect,
communicate, and thrive in even the most remote corners of the world.

Building a Decentralized, Secure, and Private Communication System for Myanmar
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Key Features of Meshtastic®: Empowering Connectivity Beyond
Boundaries

Meshtastic® brings forth a plethora of features that redefine communication possibilities,
transcending traditional constraints and enabling seamless connectivity in even the most
challenging environments. This cutting-edge project is designed to empower individuals and
communities with an array of groundbreaking capabilities:

❖ Remarkable Long Range: Kboxlabs has documented a record-breaking achievement of
254 kilometers in communication distance, demonstrating Meshtastic®'s impressive
long-range capability. This extraordinary reach makes it a game-changer in areas where
establishing communication links over vast distances is essential.

Building a Decentralized, Secure, and Private Communication System for Myanmar
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❖ Autonomous Mesh Communication: A standout feature of Meshtastic® is its ability to
function without the need for a traditional phone network. This means that individuals
can communicate within the mesh network without relying on external infrastructure,
making it an ideal solution in remote or isolated regions.

❖ Decentralized Communication: The project embodies the concept of decentralization,
eliminating the need for a dedicated central router. Each device within the mesh network
functions as a node, ensuring robust communication pathways that adapt to changing
conditions seamlessly.

❖ Enhanced Security: Privacy and security are paramount in the digital age. Meshtastic®
addresses these concerns by offering encrypted communication. This ensures that
sensitive messages exchanged within the mesh network remain protected from
unauthorized access.

❖ Exceptional Battery Life: Meshtastic® understands the importance of sustainability in
off-grid scenarios. The project prioritizes energy efficiency, enabling devices to operate
on extended battery life. This feature is particularly crucial in areas with limited access to
power sources.

❖ Text Message Exchange: Users within the Meshtastic® network can send and receive
text messages, fostering real-time communication and information sharing among
community members. This functionality promotes collaboration, coordination, and the
rapid dissemination of essential information.
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❖ Optional GPS-Based Location Features: Going beyond text communication,
Meshtastic® offers optional GPS-based location features. This allows users to track and
share their geographical coordinates within the mesh network, enabling enhanced
situational awareness and navigation.

By combining these exceptional features, Meshtastic® introduces a new era of communication
possibilities. It empowers individuals and communities to connect, share, and collaborate
regardless of geographical limitations or existing infrastructure. In the following sections, we
delve deeper into the significance of these features and their potential to revolutionize
communication paradigms in remote and underserved areas.

Building a Decentralized, Secure, and Private Communication System for Myanmar
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Operating Mechanism of Meshtastic®: Redefining Communication
Possibilities

Meshtastic® operates on the foundation of LoRa (Long Range) technology, revolutionizing
communication dynamics through its ingenious approach. This cutting-edge platform leverages
the following mechanisms to redefine connectivity in areas lacking reliable communication
infrastructure:

❖ LoRa Technology: At the core of Meshtastic® lies LoRa, a long-range radio protocol.
This technology offers exceptional communication capabilities across vast distances,
without the need for additional licensing or certification. This is a key differentiator from
traditional communication methods, making it particularly suitable for areas with limited
resources.

❖ Autonomous Mesh Networking: The radios within the Meshtastic® ecosystem function
collaboratively to establish a mesh network. When a radio receives a message, it
automatically rebroadcasts the message to other devices within its range. This dynamic
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mesh network ensures that messages can reach even the furthest members of the
group, creating a seamless communication web.

❖ Scalability: The Meshtastic mesh network can accommodate a substantial number of
device nodes, with the ability to sustain up to 80 nodes, depending on the configured
settings. This scalability enhances its usability in scenarios where large groups need to
communicate effectively, reliably and privately.

❖ Personalized Message Addressing: Users can pair their Meshtastic radios with their
smartphones, allowing friends and family to address messages directly to a specific
radio. This personalized addressing enhances the efficiency of communication and
ensures that messages reach the intended recipient.

❖ Relaying Messages: When you compose a message on the Meshtastic companion app,
it is transmitted to the radio via Bluetooth. The radio then broadcasts the message to the
mesh network. If no confirmation is received from any device within a certain timeframe,
the radio retransmits the message up to three times to ensure its successful delivery.

❖ Intelligent Message Handling: Upon receiving a message, a radio checks whether it has
encountered the message before. If it has, the message is ignored. If it's a new
message, the radio rebroadcasts it. Each rebroadcast decrements the "hop limit" by one.
When a radio receives a message with a hop limit of zero, it refrains from further
rebroadcasting.

❖ Distinct from LoRaWAN: Meshtastic® sets itself apart from LoRaWAN, Helium, or TTN
(TheThingsNetwork) by utilizing the entire frequency spectrum designated for LoRa
technology per region. This approach grants access to a multitude of frequency
channels, ensuring optimal performance and adaptability in different environments.

❖ Compatibility and Requirements: Meshtastic® requires a minimum of Android 5 (Lollipop
2014) for operation. However, Android 6 (Marshmallow 2015) or higher is recommended
for enhanced Bluetooth stability during communication processes.

In conclusion, Meshtastic® capitalizes on the strengths of LoRa technology and intelligent mesh
networking to redefine communication paradigms. By offering long-range, decentralized, and
encrypted communication capabilities, it addresses the need for reliable connectivity in regions
facing communication challenges. The next section delves into the diverse applications and
benefits that Meshtastic® brings to various contexts, including disaster response, remote
communities, and more.
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Meshtastic Firmware and App-Compatible LoRa Devices

While the market offers a variety of LoRa devices, the Meshtastic firmware and app have been
strategically designed to support specific models, enhancing their capabilities and making them
compatible with the unique Meshtastic ecosystem. The Meshtastic firmware and app offer users
an integrated and dependable communication solution by fully supporting the following LoRa
devices:

❖ RAK WisBlock: RAK WisBlock is a featured LoRa device that seamlessly integrates with
the Meshtastic firmware and app. By enhancing its functionalities, this compatibility
enables users to take advantage of Meshtastic's benefits of decentralized, secure, and
private communication.

❖ LILYGO® T-Beam: The Meshtastic firmware and app enable the widely used LoRa
device LILYGO® T-Beam. This synergy allows users to harness the extended range and
communication capabilities of the T-Beam model while benefiting from the innovative
features of Meshtastic.

❖ LILYGO® T-Echo: Another remarkable addition to the Meshtastic-compatible devices is
the LILYGO® T-Echo. By embracing the Meshtastic firmware and app, the T-Echo offers
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users an unparalleled communication experience that combines its inherent strengths
with the Meshtastic ecosystem.

❖ LILYGO® Lora: The LILYGO® Lora series joins the league of Meshtastic-supported
devices, expanding its potential as a reliable communication tool. Integrating the
Meshtastic firmware and app elevates the Lora series, facilitating effective
communication even in challenging environments.

❖ HELTEC® LoRa 32: The HELTEC® LoRa 32 device seamlessly integrates with the
Meshtastic firmware and app, enhancing its capabilities as a long-range communication
solution. With Meshtastic support, users can tap into the power of decentralized
communication while using the LoRa 32 model.

❖ Station G1: The Station G1 is another LoRa device that becomes a potent
communication tool when paired with the Meshtastic firmware and app. This
compatibility empowers users with secure, encrypted, and long-range communication
options, unlocking new possibilities for connectivity.

Incorporating these specific LoRa devices within the Meshtastic ecosystem provides users with
a unique blend of hardware and software capabilities. The synergy between Meshtastic
firmware and these devices results in a reliable, off-grid communication platform that operates
seamlessly even in areas with limited or absent communication infrastructure. The next section
explores the myriad applications and benefits of utilizing Meshtastic in diverse contexts,
emphasizing its role in disaster response, remote areas, and more.

Building a Decentralized, Secure, and Private Communication System for Myanmar



29

LILYGO® TTGO T-Beam Devices: Versatile Hardware Selection

The LILYGO® TTGO T-Beam series presents a range of versatile hardware models tailored to
diverse communication needs. Notably, all T-Beam models (excluding the S3-Core) are
equipped with an 18650-size battery holder located at the rear of the device. This design
adheres to the original specifications of the 18650 battery and accommodates unprotected flat
top 18650 cells. It's important to note that button top and protected cells, which tend to be
longer, often exceed the 65mm length, approaching around 70mm.

Within the T-Beam series, several hardware models offer distinct features and capabilities,
catering to varying communication requirements:

❖ T-Beam v0.7: The T-Beam v0.7 model is part of the T-Beam series and provides a
foundational platform for reliable communication. Its compatibility with Meshtastic and its
18650 battery holder make it a versatile choice for decentralized and secure
communication needs.

❖ T-Beam v1.1: Building on the success of the v0.7 model, the T-Beam v1.1 offers
enhanced features and capabilities. Its 18650 battery holder, coupled with the
Meshtastic compatibility, underscores its suitability for long-range off-grid communication
scenarios.

❖ T-Beam with M8N: This variant of the T-Beam series is equipped with an M8N module,
adding GPS functionality to the communication capabilities. The combination of the
18650 battery holder, Meshtastic support, and GPS integration makes this model
suitable for applications that require location-based communication.

❖ T-Beam with M8N & SX1262: This hardware model combines the M8N GPS module with
the SX1262 LoRa transceiver. This integration expands communication range and
reliability, making it suitable for scenarios where extended coverage and precise location
information are essential.

❖ T-Beam S3-Core: The T-Beam S3-Core introduces a new dimension to the T-Beam
series. While not equipped with the 18650 battery holder, this model features its own
unique capabilities that cater to specific communication requirements.

❖ T-Beam Supreme: The T-Beam Supreme model represents the pinnacle of the T-Beam
series, offering a comprehensive set of features for advanced communication needs. Its
combination of hardware components ensures efficient communication even in
challenging environments.
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The LILYGO® TTGO T-Beam devices exemplify the commitment to innovation and
customization, allowing users to select the hardware model that best suits their communication
objectives. Whether it's decentralized communication, GPS integration, extended
communication range, or specific capabilities, the T-Beam series offers a solution tailored to
various scenarios. This diversity in hardware models, coupled with the Meshtastic compatibility,
ensures that users have the tools they need to establish efficient, secure, and private
communication systems.
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Technical Report: Utilizing LILYGO® T-Beam v1.1 for Enhanced
Communication

This technical report delves into the implementation and capabilities of the LILYGO®-branded
TTGO T-Beam v1.1, a versatile device designed to facilitate advanced communication solutions.
The T-Beam v1.1 combines various hardware components to enable efficient communication,
including an ESP32 MCU (Microcontroller Unit) with WiFi and Bluetooth capabilities, a LoRa
transceiver powered by the Semtech SX1276 chipset, and a NEO-6M GPS receiver for
navigation purposes.

Let's explore the key features of the LILYGO® T-Beam v1.1 in detail:

❖ MCU: The T-Beam v1.1 is equipped with an ESP32 MCU, providing built-in WiFi and
Bluetooth functionalities. This enables seamless connectivity and communication with
other devices, networks, and platforms.

❖ LoRa Transceiver: The Semtech SX1276 LoRa transceiver is a prominent feature of the
T-Beam v1.1. LoRa technology enables long-range and low-power communication,
making it ideal for off-grid and remote communication scenarios.

❖ Frequency Options: The T-Beam v1.1 supports multiple frequency options, including 433
MHz, 868 MHz, 915 MHz, and 923 MHz. This versatility allows users to choose the
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appropriate frequency band based on their specific communication requirements and
regional regulations.

❖ Navigation Module: The NEO-6M GPS receiver integrated into the T-Beam v1.1 adds a
navigation dimension to the device. This module provides accurate positioning
information, enabling location-based communication and tracking.

❖ Connectors: The T-Beam v1.1 features a Micro USB connector for convenient power
supply and data communication. Additionally, an SMA antenna connector is provided for
connecting an external antenna, enhancing signal strength and range.
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The integration of these components within the LILYGO® T-Beam v1.1 empowers users to
create advanced communication systems with extended coverage, accurate navigation, and
efficient data exchange. The combination of LoRa technology and GPS capabilities makes this
device well-suited for scenarios where reliable and secure communication is essential, even in
areas with limited or no existing communication infrastructure.

In summary, the LILYGO® T-Beam v1.1 stands as a testament to innovation in communication
technology. With its powerful MCU, LoRa transceiver, frequency options, navigation module,
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and versatile connectors, this device opens up possibilities for decentralized, secure, and
private communication across different frequency bands. Its application spans various domains,
from disaster management to remote community networking, making it a valuable tool in
establishing effective communication solutions.
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T-Beam v1.1Hardware Buttons and Functionality

The Meshtastic® hardware devices are equipped with a range of buttons that serve different
purposes, enhancing the user experience and providing convenient control over various
functions. These buttons play a crucial role in managing the device's operations and interacting
with its features effectively.

Power Button (left):
The Power Button, located on the left side of the device, serves as the primary control for
powering the device on and off. Its functionality is as follows:
Long press: Holding down the Power Button for an extended duration powers the device on or
off. This action is pivotal for initiating or shutting down the device's operations.

Reset Button (right):
The Reset Button is positioned on the right side of the device and is responsible for resetting the
device when needed:
Single press: A quick press of the Reset Button triggers a reset of the device. This functionality
can be used to refresh the device and restore it to a stable state.
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User/Program Button (middle):
The User/Program Button, situated in the middle, offers a range of versatile functions that
enable users to interact with the device and perform specific actions:

Long press: Holding down the User/Program Button for an extended period signals the device to
initiate a shutdown process. After holding the button for five seconds, the device will power
down.

Single press: Pressing the button once changes the information page displayed on the device's
screen. This action allows users to cycle through different information displays conveniently.

Double press: A double press of the User/Program Button sends an adhoc ping of the device's
current position to the network. This feature enables users to share their location information
with other devices in the network.

Triple press: Pressing the button three times in quick succession disables the device's GPS
functionality. This action is reversible, and users can repeat the triple press to re-enable the
GPS feature. The device's screen will display an indication of the GPS status change on both
information screen pages.

In essence, the hardware buttons on Meshtastic® devices provide users with essential controls
for powering the device, resetting it, and interacting with various features. The buttons'
multifunctionality allows users to navigate through different screens, initiate shutdowns, share
their location, and manage the GPS functionality with ease. This user-friendly design enhances
the overall experience of using Meshtastic® devices and contributes to their versatility in
different scenarios and environments.
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The Industrial, Scientific, and Medical (ISM)

Unlicensed frequencies refer to specific radio frequency bands that have been designated by
international regulatory bodies for various non-communication purposes. These frequency
bands are open for use by a wide range of devices and applications without the need for
obtaining individual licenses, provided they adhere to certain technical limitations and guidelines
to prevent interference with licensed services.

Some of the commonly used ISM unlicensed frequency bands include:

❖ 2.4 GHz Band:
Frequency Range: 2.400 GHz - 2.4835 GHz
Common Applications: Wi-Fi networks (802.11b/g/n/ac), Bluetooth devices, microwave
ovens, wireless keyboards and mice, wireless headsets.

❖ 5.8 GHz Band:
Frequency Range: 5.725 GHz - 5.850 GHz
Common Applications: Wi-Fi networks (802.11a/n/ac), cordless phones, wireless video
transmission systems.

❖ 915 MHz Band:
Frequency Range: 902 MHz - 928 MHz (North America)
Common Applications: Remote control systems, industrial sensors, short-range wireless
communication, RFID systems.
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❖ 433 MHz Band:

Frequency Range: 433.05 MHz - 434.79 MHz
Common Applications: Remote control systems, wireless alarms, garage door openers.

❖ 868 MHz Band:
Frequency Range: 863 MHz - 870 MHz (Europe)
Common Applications: Wireless sensors, smart meters, home automation systems.

❖ 315 MHz Band:
Frequency Range: 314.9 MHz - 315.9 MHz
Common Applications: Remote control systems, wireless doorbells, car key fobs.

❖ 169 MHz Band:
Frequency Range: 169.4 MHz - 169.475 MHz
Common Applications: Utility metering, telemetry systems, wireless industrial controls.

❖ 6.765 MHz Band:
Frequency Range: 6.765 MHz - 6.795 MHz
Common Applications: Inductive applications, such as RFID systems.

These ISM unlicensed frequency bands are regulated by various international organizations,
including the Federal Communications Commission (FCC) in the United States and the
European Telecommunications Standards Institute (ETSI) in Europe. Devices operating within
these bands must comply with specific power limits and modulation techniques to ensure fair
and efficient spectrum usage.

Because these bands are unlicensed, they offer the advantage of enabling rapid deployment of
wireless devices and technologies without the need for obtaining individual licenses. However,
this also means that devices operating within these bands need to be designed carefully to
avoid causing interference with other devices sharing the same spectrum.
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Meshtastic LoRa and in disaster situations

Meshtastic can play a crucial role in disaster situations by providing reliable and decentralized
communication when traditional communication infrastructure is disrupted or unavailable. Here
are some of the key usages of Meshtastic in disaster scenarios:

❖ Emergency Communication Networks: Meshtastic can establish a mesh network of
devices, allowing survivors and responders to communicate with each other even when
cellular networks are down. This network can cover a significant area, enabling
coordination among different groups.

❖ Search and Rescue Operations: In disaster-stricken areas, Meshtastic devices can be
used to track and communicate with search and rescue teams. GPS-enabled devices
can help locate and coordinate efforts to find survivors more effectively.

❖ Information Dissemination: Meshtastic can be used to broadcast important information,
updates, and instructions to affected communities. This can help disseminate evacuation
orders, safety guidelines, and information about relief efforts.

❖ Medical Assistance: Medical teams can use Meshtastic to communicate with each other
and request supplies or support. Remote medical experts can provide guidance to
on-site personnel through text messages and real-time communication.

❖ Crowdsourcing Information: Survivors and local citizens can use Meshtastic to share
real-time information about the disaster's impact, such as road closures, damaged
infrastructure, and areas needing immediate attention.

❖ Coordinating Relief Efforts: Humanitarian organizations and relief agencies can use
Meshtastic to coordinate their efforts and allocate resources efficiently. This includes
distributing supplies, managing volunteers, and ensuring aid reaches those in need.

❖ Community Support: Meshtastic can enable survivors to stay connected with their loved
ones, alleviating anxiety and uncertainty. It provides a means to reassure family
members of their safety and well-being.

❖ Communication in Remote Areas: In disasters affecting rural or remote regions,
traditional communication infrastructure may not exist. Meshtastic can bridge this gap
and provide a reliable communication channel for these areas.

❖ Quick Deployment: Meshtastic devices are lightweight, portable, and easy to deploy.
This makes them suitable for rapid response scenarios where immediate communication
needs arise.

❖ Redundant Communication: Meshtastic offers redundancy in communication systems.
By establishing an independent communication network, it reduces dependence on
centralized infrastructure that might be compromised during disasters.
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❖ Data Collection and Analysis: Meshtastic can collect data from various sources in
disaster-affected areas, helping responders and authorities make informed decisions
based on real-time information.

❖ Localized Communication: Meshtastic allows localized communication within a specific
area. This can be essential for coordinating activities within smaller groups or sectors
during a disaster response.

In summary, Meshtastic's ability to create decentralized communication networks with its mesh
technology and support for long-range communication can greatly enhance disaster response
and recovery efforts. It offers a reliable, flexible, and adaptable solution for maintaining
communication in challenging situations where traditional methods may fail.
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Technical Test Report: Meshtastic Integration with LoRa

Introduction:

This comprehensive technical test report delves into the evaluation of the Meshtastic
communication platform when seamlessly integrated with LoRa (Long Range) technology,
specifically utilizing the LILYGO brand T-Beam v1.1 model. The objective is to thoroughly
scrutinize the efficacy of this integration in establishing a robust and decentralized
communication network, especially in areas with limited or no existing communication
infrastructure.

Test Environment:
The testing environment was meticulously controlled to ensure accurate results. Meshtastic
devices equipped with LoRa transceivers were employed, utilizing ISM frequencies according to
regulations, that is IN (selected via an option in the Meshtastic App). The testing location was
Dharamshala town in Himachal Pradesh, India, nestled at an altitude of 6,500 feet amidst the
picturesque Himalayan mountain range. The tests were conducted over a period of 12 days
during the summer of 2023, providing a diverse set of conditions.

Test Objectives:

❖ Evaluate the maximum range and coverage achievable by leveraging the Meshtastic
with LoRa (T-Beam v1.1) integration.

❖ Assess the reliability and robustness of communication across varying terrain types,
including mountainous regions, valleys, rivers, and forests.

❖ Quantify the latency and delay in message transmission, particularly under inclement
weather conditions such as rain.

❖ Examine the capability to establish a dynamic mesh network, facilitating seamless
message relay among multiple interconnected devices.
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❖ Analyze the power consumption patterns and battery endurance of Meshtastic devices

when utilizing LoRa technology.
❖ Examine the support for different language encodings, encompassing both ASCII and

Unicode.
❖ Assess the feasibility of utilizing solar-powered chargers to extend the operational

lifespan of Meshtastic LoRa devices.

Test Methodology: Range and Coverage
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Devices were systematically placed at incremental distances to ascertain the maximum
communication range achievable. The testing area was expanded to gauge coverage in multiple
directions and landscapes.
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Reliability and Robustness:

Devices were subjected to potential sources of interference and obstacles to mimic real-world
challenges.
Success rates of message delivery were closely monitored, providing insights into
communication resilience.

Latency and Delay:

A series of messages with timestamps were transmitted through the devices.
The time taken for message transmission, relay, and reception was meticulously recorded for
analysis.

Mesh Network Establishment:

A group of devices was interconnected to form a dynamic mesh network.
Messages were dispatched to different devices to evaluate the efficiency of message relay and
reception.
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Power Consumption and Battery Life:

Devices were operated continuously with active communication processes.
Battery life was closely observed, and data on power consumption were meticulously gathered.
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Results

❖ The integration of Meshtastic with LoRa technology showcased a commendable
communication range of up to 5 kilometers in line of sight (LOS) conditions, with
consistently satisfactory signal strength.

❖ Devices demonstrated remarkable resilience to various forms of interference and
effectively maintained communication even in challenging and obstructed terrains.

❖ Latency figures varied from a few milliseconds to several seconds, contingent upon
message size and relay distance, thereby ensuring timely message propagation.

❖ A fully functional mesh network was successfully established, exemplifying the devices'
ability to seamlessly relay messages across interconnected nodes.

❖ Power consumption metrics indicated commendable efficiency, with devices showcasing
an endurance of up to 12 hours of continuous operation on a single 18650 of 3000 mAH
battery charge.

❖ The platform exhibited seamless support for both ASCII (256 characters) and Unicode
(128 characters) language encodings, accommodating diverse communication needs in
one SMS.

❖ Preliminary tests with solar cells displayed potential for extended device operation,
warranting further exploration and development for autonomous power management.
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Conclusion

The integration of Meshtastic with LoRa technology emerges as a compelling solution for
establishing a decentralized communication network. The platform demonstrated reliability,
robustness, and effective mesh network capabilities, positioning it as a valuable asset for
scenarios demanding off-grid and long-range communication. The results underscore the
potential of Meshtastic with LoRa to bridge communication gaps in challenging environments.
While the current findings are promising, additional optimization and comprehensive real-world
testing are recommended to ascertain the platform's performance across diverse and dynamic
scenarios.
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PART III

MESHTATIC LORA-CENTRIC OFF-GRID INTERNET APPS
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Why Off-Grid Internet Apps are Crucial for Myanmar

Elaborating on the Importance of Communication for Diverse Communities in Myanmar Amid
Unrest
Introduction
Effective and reliable communication takes on a heightened sense of urgency during times of
social instability, political unrest, and civil conflict. In Myanmar, where intricate socio-political
landscapes and ongoing strife are the harsh realities faced by its people, the ability to
communicate clearly and securely becomes a critical lifeline. Here is an in-depth look into why
fortified lines of communication are absolutely essential for the survival and well-being of
various communities in Myanmar.

1. Managing Crises Effectively
a. Coordinating Humanitarian Efforts:
In regions of active conflict or unrest, the quick mobilization of humanitarian resources such as
food, medical supplies, and emergency services becomes critical. Efficient communication
networks allow for real-time coordination between NGOs, local communities, and even
international bodies, ensuring that aid reaches those who need it most.

b. Guiding Evacuations:
Safety often hinges on timely information. Real-time communication channels can provide
communities with rapid updates on conflict zones, enabling them to evacuate dangerous areas
and seek safer territories. This can be the difference between life and death during intense
conflict or natural disasters.

2. Ensuring Access to Reliable Information
a. Countering Misinformation:
Unrest often gives rise to a slew of rumors and misinformation, which can not only create panic
but also escalate conflicts further. Reliable communication channels can serve as antidotes to
misinformation, providing communities with verified and factual information.

b. Updates from Trusted Government Sources:
For communities that still regard governmental bodies as trustworthy, understanding new laws,
imposed curfews, and other public orders is crucial. This can only be achieved if there are
stable and clear lines of communication from the government to the people.

3. Strengthening Community Bonds and Psychological Well-being
a. Emotional and Psychological Reassurance:
Being able to connect with family members, friends, and neighbors provides a sense of
normalcy and emotional security in otherwise tense situations. The mere act of communicating
can serve as a crucial psychological buffer.

b. Organizing Communities Effectively:
Solidarity and communal organization, whether for peaceful demonstrations, neighborhood
patrols, or sharing of resources, are fortified through effective communication. Community
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members can swiftly mobilize, strategize, and implement actions when communication is
streamlined.

4. Upholding Human Rights and Legal Protections
a. Documentation and Reporting of Abuses:
Effective communication allows for the immediate reporting and documentation of illegal
activities and human rights violations. Such records are not only instrumental for local action but
also for international bodies that might later investigate the incidents.

b. Understanding Legal Rights:
During unrest, it's crucial that people understand their rights and the legal protections available
to them. This can only be facilitated through educational communication, whether through social
media, community radio, or local gatherings.

5. Overcoming Cultural and Linguistic Barriers
a. Addressing Language Diversity:
Myanmar’s rich ethnic diversity means that a one-size-fits-all communication strategy will fall
short. Tailored messaging that respects linguistic nuances can ensure that crucial information is
universally understood.

b. Leveraging Traditional Communication Means:
In some communities, especially among indigenous and ethnic groups, traditional forms of
communication like local assemblies or storytelling circles may be more effective than modern
digital platforms. Acknowledging and incorporating these methods into broader communication
strategies can be transformative.

Conclusion
Communication during unrest isn't merely a tool for coordination; it's a vital organ in the body of
community resilience and societal well-being. It impacts everything from physical safety and
emotional health to legal rights and democratic participation. Therefore, ensuring robust and
adaptable communication systems is not just important; it is critically urgent for the future of
Myanmar's diverse communities.
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Introduction of Meshtastic

Meshtastic is an open-source project that leverages inexpensive, power-efficient LoRa radios
to create a mesh network for communication. Here's an introduction and some key points about
Meshtastic.

Meshtastic is a long-range, low-power mesh networking platform primarily aimed at hiking,
skiing, city communication, or when you might be without reliable cell service. It operates on
open frequencies using LoRa (Long Range) to establish peer-to-peer connections over
significant distances, often kilometers apart, depending on terrain and hardware.

Key Points:
● Open-Source: Meshtastic is open-source, which means the software's source code is

available to the public. This allows enthusiasts and developers to contribute, modify, and
enhance the software.

● Hardware: It utilizes LoRa devices, which are affordable and readily available. These
devices are capable of transmitting data over long distances using minimal power.

● Decentralized Network: Unlike traditional cellular networks that rely on fixed
infrastructure (like cell towers), Meshtastic creates a decentralized mesh network where
each device acts as a node. This means messages can hop from one device to another
to reach their destination.

● Battery Life: Due to its efficient design and the nature of LoRa transmissions, devices on
the Meshtastic network can have battery lives that last days to weeks on a single charge,
depending on usage and settings.

● Applications: While Meshtastic was designed with outdoor recreational activities in mind,
its potential applications are vast. It can be used in disaster response scenarios,
community networks, remote sensor data collection, and more.

● Privacy & Security: The platform encrypts messages to ensure privacy. Only devices
with the same channel settings and encryption keys can communicate with each other,
ensuring a level of security.

● Integration Potential: Being open-source and having an available API, Meshtastic can be
integrated with other systems or apps, expanding its utility.

In summary, Meshtastic is a project that offers a decentralized, long-range communication
solution. It's a tool that can be incredibly valuable in situations where traditional communication
networks are unreliable or non-existent.
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Off-Grid Internet Apps Usages (Short version)

​ KoBoToolbox:
● Purpose: Designed for challenging environments, especially for humanitarian

work.
● Key Features: Enables users to create and deploy complex surveys. Supports

multimedia and GPS data.
● Usage: NGOs and international organizations often use it in disaster-struck

regions.
​
​ ODK Collect (Open Data Kit):

● Purpose: Open-source toolset for data collection and management.
● Key Features: Allows for form creation, data collection, and data aggregation.

Can capture text, GPS, photos, and more.
● Usage: Popular among researchers, NGOs, and organizations in areas with

limited connectivity.
​
​ CommCare:

● Purpose: Platform for building mobile applications for frontline workers.
● Key Features: Supports multimedia, allows tracking, registering, and case

management.
● Usage: Extensively used in global health settings but applicable in other areas

too.
​
​ SurveyCTO:

● Purpose: Data collection tool for professional and academic research.
● Key Features: Offline data collection, data security, and built on the ODK

platform.
● Usage: Adopted in academic and professional research contexts.

​
​ TaroWorks:

● Purpose: Field service application for managing remote teams.
● Key Features: Offline operation, task management, performance monitoring, and

more.
● Usage: Suitable for organizations managing distributed teams in remote areas.

​
​ Fulcrum:

● Purpose: Data collection platform.
● Key Features: Custom form design, field data collection on multiple devices,

multimedia support.
● Usage: Used across sectors for diverse field data collection tasks.

​
​ Magpi:

● Purpose: Mobile data collection and messaging tool.
● Key Features: Form design, data collection, messaging, and visualization.
● Usage: Utilized in health, international development, and business sectors.
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​ DataWinners:

● Purpose: Mobile data collection solution.
● Key Features: Offline data collection via Android devices and SMS.
● Usage: Aimed at NGOs, businesses, and governmental agencies.

​
​ QuickTapSurvey:

● Purpose: Data collection and survey platform.
● Key Features: Offline and online operation, customizable surveys.
● Usage: Popular for trade shows, feedback collection, audits, and more.

​
​ FrontlineSMS:

● Purpose: Communication platform for SMS-based outreach.
● Key Features: Manage and automate SMS communication without internet.
● Usage: Vital for NGOs and communities in areas without internet access.

Building a Decentralized, Secure, and Private Communication System for Myanmar



55

Off-Grid Internet Apps Usages (Full version)

KoBoToolbox

KoBoToolbox is a suite of tools for field data collection in challenging environments. Developed
by the Harvard Humanitarian Initiative, it is an open-source project that caters especially to
humanitarian organizations, but it is useful for anyone needing to collect data in the field. Here's
an overview:

Key Features of KoBoToolbox:

​ Flexible Form Design:
● Build and design forms using KoBoForm, an intuitive drag-and-drop interface.

You can design complex forms with skip logic, validation, and calculations.
​ Data Collection:

● Collect data offline using mobile devices with the KoBoCollect app, which is
based on ODK Collect. It supports text, GPS, photos, videos, and more.

​ Data Management & Analysis:
● Once data is collected, you can view, manage, and analyze it with the help of

built-in tools.
● Data can be visualized on maps, and basic analytics can be run directly within

the platform.
● The platform supports the export of data in various formats for further analysis.

​ Secure & Safe:
● Data security is a priority. KoBoToolbox offers features to ensure that sensitive

data remains protected, including encrypted forms and data transmission.
​ Integration & API:

● KoBoToolbox provides an API, allowing for integration with other tools and
systems.

​ Humanitarian Servers:
● For humanitarian users, KoBoToolbox offers free access to dedicated servers,

ensuring that there's enough capacity even during large crises.

Usage:
Many NGOs, humanitarian agencies, and researchers use KoBoToolbox for various purposes,
such as:

● Surveys in refugee camps.
● Needs assessments post-natural disasters.
● Health surveys and screenings.
● Environmental field data collection.
● Infrastructure assessments.

How to Get Started:
​ Sign Up: Register for an account on the KoBoToolbox website.
​ Design a Form: Using the KoBoForm web interface, design your survey form.
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​ Deploy to Devices: Once your form is ready, deploy it. Fieldworkers can download the

form onto their mobile devices using the KoBoCollect app.
​ Collect Data: Fieldworkers can then fill out the form on their devices, even offline. Once

they have internet access, they can sync the collected data to the server.
​ Analyze and Use Data: Access your account to view, manage, and analyze the data

collected.

KoBoToolbox is well-documented, with user forums and tutorials available to help newcomers
get started. Whether for academic research, humanitarian efforts, or other fieldwork, it provides
a robust solution for data collection needs.
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ODK Collect (Open Data Kit)

Open Data Kit (ODK) is a suite of open-source tools that help organizations collect, manage,
and use field data. ODK Collect is the primary Android app within this suite, designed for offline
data collection. It's widely used in various sectors including research, health, conservation,
humanitarian aid, and more.

Key Features of ODK Collect:
​ Versatile Form Design:

● Design forms using XLSForm, a standard that uses simple Excel spreadsheets.
This allows for the creation of complex survey forms with skip logic,
multiple-choice questions, cascading selects, geospatial data, multimedia, and
more.

​ Offline Data Collection:
● Collect data on Android devices without the need for an active internet

connection. Once back online, data can be uploaded to a central server.
​ Multimedia & Geospatial Data:

● Capture images, audio, and video as part of your forms. Additionally, collect
geospatial data, such as GPS coordinates, waypoints, and tracks.

​ Data Security:
● Supports encrypted forms and data transmission, ensuring sensitive data

remains secure during collection and submission.
​ Multilanguage Support:

● Forms can be designed in multiple languages, allowing enumerators to switch
between languages during data collection.

​ Integration with ODK Server Infrastructure:
● Typically used with ODK's server-side tools like ODK Central, ODK Aggregate

(now largely replaced by ODK Central), or third-party tools like Ona and
KoboToolbox.

Usage:
ODK Collect is used worldwide for a wide variety of applications:

● Health surveys and disease tracking.
● Conservation data collection.
● Agricultural surveys.
● Disaster response and needs assessments.
● Academic research in diverse fields.

How to Get Started:
● Form Design: Start by designing your survey form using the XLSForm standard. Tools

like XLSForm Online can help convert your Excel designs into the appropriate format.
● Setup Server: Set up a server to store the collected data. ODK Central is the modern

server environment for ODK. Alternatively, you can use other platforms that support
ODK, such as KoBoToolbox or Ona.

● Download ODK Collect: Install the ODK Collect app on your Android devices from the
Google Play Store.

● Load Form: Configure ODK Collect to connect to your server and download the survey
form.

Building a Decentralized, Secure, and Private Communication System for Myanmar



58
● Collect Data: Fieldworkers can now fill out the survey on their Android devices, even

offline. Once they have an internet connection, they can submit the completed forms to
the server.

● Analyze Data: Once data is uploaded to the server, you can view, manage, export, and
analyze it.

ODK has a vibrant community with a plethora of resources, tutorials, and forums available to
support new users. The modular and open-source nature of ODK ensures flexibility, allowing
organizations to adapt and scale their data collection efforts as needed.
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CommCare

CommCare is a mobile data collection and service delivery platform primarily designed for
low-resource settings. It's developed by Dimagi, a social enterprise that creates digital solutions
for frontline workers in various sectors like healthcare, agriculture, and education. Over the
years, CommCare has been adopted in over 50 countries, supporting interventions in global
health, emergency response, and more.

Key Features of CommCare:
​ Flexible App Building:

● CommCare offers a visual app builder that allows users to design custom mobile
applications without the need for coding. The builder supports multimedia,
complex logic, and more.

​ Offline Functionality:
● Frontline workers can use CommCare apps offline, making it suitable for remote

areas with limited or no internet connectivity.
​ Case Management:

● One of CommCare's distinguishing features is its robust case management
system. It allows frontline workers to register, track, and manage individuals or
entities over time, ensuring continuity of care or service.

​ Multimedia Integration:
● CommCare supports the integration of images, audio, and video into apps, aiding

in user training and enhancing the end-user experience.
​ Data Collection & Reporting:

● Data collected through CommCare can be visualized on its web-based platform
in real-time. It offers dashboards, custom reports, and data export capabilities for
further analysis.

​
​ Integrations & API:

● CommCare provides APIs for integration with other systems, and it can also
integrate with popular platforms like PowerBI, Tableau, and Excel.

​ Data Security:
● CommCare emphasizes the security of data, ensuring encryption during

transmission and storage.
​ Multilanguage Support:

● Applications can be built in multiple languages, allowing frontline workers to
switch between languages as needed.

Usage:
CommCare has found applications in various sectors:

● Healthcare: For patient registration, tracking, treatment adherence, health surveys, and
more.

● Agriculture: For training farmers, collecting data on crop yields, providing advice on best
practices, etc.

● Emergency Response: For needs assessments, resource distribution, and tracking in
disaster-affected areas.

● Education: For student tracking, training teachers, and educational interventions.
How to Get Started:
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● Sign Up: Register for an account on the CommCare website to access the web-based

platform.
● Design Your App: Using the visual app builder, design your mobile application tailored to

your intervention or data collection needs.
● Deploy to Devices: Once your app is ready, frontline workers can download the

CommCare app from the Google Play Store, log in, and access the custom application
you've built.

● Collect Data: Frontline workers can then use the app to collect data, manage cases, and
perform their tasks.

● Monitor & Analyze: Access the CommCare web platform to monitor activities, view data,
and generate reports.

CommCare offers a variety of resources, including tutorials, webinars, documentation, and
forums to assist new and existing users. The platform operates on a tiered pricing model, with
different plans catering to varying needs and scales of operation.
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SurveyCTO

SurveyCTO is a robust data collection platform that's especially popular among academic
researchers, non-governmental organizations (NGOs), and agencies conducting complex field
surveys. Developed by Dobility, Inc., SurveyCTO has been designed to ensure data accuracy,
security, and quality even in challenging environments.
Key Features of SurveyCTO:

​ Versatile Form Design:
● SurveyCTO supports form design using the XLSForm standard, allowing users to

create detailed and complex survey forms with logic, calculations, and
constraints.

● Users can test forms in the web browser before deployment.
​ Offline Data Collection:

● Fieldworkers can collect data offline using SurveyCTO Collect, the platform's
mobile data collection app. Once online, they can sync the collected data with the
server.

​ Data Quality & Accuracy:
● SurveyCTO offers features like constraints, required questions, and quality-check

audits to maintain data quality.
● It can record audio audits to verify enumerator performance and data authenticity.

​ Secure Data Collection:
● Data encryption is prioritized both in-transit and at-rest. The platform also offers

features for anonymizing sensitive data.
​ Real-time Data Monitoring:

● Users can monitor incoming data in real-time with SurveyCTO's web interface,
ensuring any issues are identified and addressed promptly.

​ Integration & API:
● SurveyCTO provides an API for integration with other platforms and tools. It also

supports direct integrations with platforms like Google Sheets and data
visualization tools.

​ Multimedia & Geospatial Data:
● The platform supports capturing multimedia data like photos, videos, and audio.

Additionally, it can collect and validate geospatial data.
Usage:
SurveyCTO has been widely used for various purposes:

● Academic research in economics, public health, sociology, and more.
● Monitoring and evaluation (M&E) projects by NGOs and international agencies.
● Market research by private companies.
● Public sector surveys and censuses.

How to Get Started:
​ Sign Up: Register for an account on the SurveyCTO website.
​ Design Your Survey: Create your survey form using XLSForm and upload it to the

SurveyCTO server. Test and refine your form using the web interface.
​ Setup Devices: Install the SurveyCTO Collect app on field devices (e.g., tablets or

smartphones) and configure them to connect to your server.
​ Collect Data: Fieldworkers use the mobile app to gather data. They can operate offline

and sync data when they have an internet connection.
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​ Monitor & Analyze: Use the web platform to monitor incoming data, check for anomalies,

and export data for further analysis.

SurveyCTO offers comprehensive documentation, webinars, and support channels to assist
users in maximizing the platform's capabilities. The platform operates on a subscription model
with different pricing tiers based on the features and support level required.
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TaroWorks

TaroWorks is a mobile field force management tool designed to help organizations manage and
monitor their remote operations. It's especially useful for organizations working in areas with
limited or no internet connectivity. Developed as an initiative from the Grameen Foundation,
TaroWorks has been employed by social enterprises, NGOs, and other organizations to
enhance the efficiency and effectiveness of their field operations.

Key Features of TaroWorks:
​ Offline Functionality:

● TaroWorks operates seamlessly offline, allowing field agents to collect data,
access CRM records, and view dashboards without an internet connection. Data
can be synced when connectivity is available.

​ Integration with Salesforce:
● TaroWorks is built on the Salesforce platform, enabling organizations to leverage

powerful CRM capabilities alongside their field operations. This means that all the
data collected in the field can be directly fed into Salesforce for analytics,
reporting, and further action.

​ Dynamic Job Creation:
● Managers can create and assign tasks or "jobs" to field agents. These jobs can

range from surveys to sales transactions or service deliveries.
​ Real-time Monitoring:

● With TaroWorks' integration with Salesforce, managers can get real-time insights
into field operations, ensuring timely interventions and decision-making.

​ Multimedia Data Collection:
● Field agents can capture images, scan barcodes, and record signatures as part

of their data collection tasks.
​ Hierarchical Data Management:

● Data can be managed in a hierarchical manner, reflecting the structure of the
organization or the nature of the intervention.

​ Training & Quizzes:
● Organizations can deploy training materials and quizzes to their field force

directly through the TaroWorks app, ensuring continuous learning and
assessment.

Usage:
TaroWorks has been utilized in a variety of sectors, including:

● Agriculture: For farmer training, tracking crop yields, monitoring field agents, and more.
● Microfinance: To manage loan disbursements, track repayments, and monitor field agent

performance.
● Healthcare: For patient tracking, health surveys, and monitoring health interventions.
● Energy & Utilities: To manage off-grid energy product sales, installations, and

maintenance.

How to Get Started:
● Salesforce Setup: Since TaroWorks is integrated with Salesforce, you'll need a

Salesforce instance to begin. If you already use Salesforce, integrating TaroWorks is
straightforward.
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● Install TaroWorks: Once Salesforce is ready, you can install the TaroWorks app and

configure it according to your field operations' needs.
● Design Jobs: Create jobs or tasks that your field agents will execute. This could be data

collection forms, sales processes, or any other field activity.
● Deploy to Mobile Devices: Field agents can download the TaroWorks mobile app, log in,

and access the jobs assigned to them.
● Monitor & Analyze: Managers can use Salesforce's robust analytics and reporting tools

to monitor field operations, analyze data, and make informed decisions.

TaroWorks provides detailed documentation, tutorials, and support to assist organizations in
implementing and optimizing their field operations. It operates on a subscription pricing model,
with costs varying based on the scale of the operation and the specific features required.
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Fulcrum

Fulcrum is a mobile data collection platform that allows organizations to design custom forms,
deploy them to mobile devices, and collect data in the field, even in areas without internet
connectivity. It's especially valued for its ease of use, flexibility, and robust set of features.
Fulcrum has been widely adopted across various industries for field surveys, inspections,
audits, and other data collection tasks.

Key Features of Fulcrum:
​ Drag-and-Drop Form Builder:

● Users can create custom forms using a web-based drag-and-drop interface,
without any coding required. This form builder supports various field types, logic,
and conditional visibility.

​ Offline Data Collection:
● The Fulcrum mobile app allows for data collection in offline environments.

Fieldworkers can capture and save data locally on their device and sync it to the
cloud once they regain connectivity.

​ Geospatial Capabilities:
● Fulcrum has robust geospatial features. Users can capture GPS coordinates,

create geotagged photos, and even incorporate map views in their forms.
​ Photo, Video, and Audio Capture:

● Users can attach photos, videos, and audio recordings directly to their records,
enhancing the richness of collected data.

​ Data Export and Integration:
● Fulcrum supports data export in various formats like CSV, Excel, GeoJSON, and

KML. Additionally, it provides API access and integrates with popular platforms
like Google Drive, Dropbox, and Zapier for workflow automation.

​ Data Visualization and Reporting:
● Users can visualize collected data with built-in mapping tools, filter records, and

create custom reports.
​ Data Security:

● Fulcrum emphasizes data security with features like SSL encryption for data
transmission, encrypted data at rest, and regular backups.

​ Collaborative Features:
● Teams can collaborate effectively with features like role-based permissions, data

sharing, and real-time sync.
Usage:
Fulcrum is versatile and has been employed in a wide range of applications, such as:

● Environmental Surveys: For tracking species, assessing habitats, or recording
environmental conditions.

● Asset Management: For cataloging infrastructure assets, conducting inspections, or
monitoring maintenance activities.

● Agricultural Surveys: For assessing crop health, soil conditions, or mapping farmlands.
● Disaster Response: For damage assessments, needs analysis, or tracking relief efforts.
● Construction and Real Estate: For site inspections, safety audits, or property

assessments.
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How to Get Started:

● Sign Up: Register for an account on the Fulcrum website.
● Design Your Form: Use the web-based form builder to design your custom data

collection form, incorporating necessary fields, logic, and validations.
● Deploy to Mobile Devices: Fieldworkers can download the Fulcrum app on their mobile

devices (iOS or Android), log in, and access the forms deployed to them.
● Collect Data: Fieldworkers can now capture data using the mobile app, even offline.
● Analyze and Export: Use the web platform to visualize, filter, and analyze collected data.

Export the data if required or integrate with other platforms for further processing.

Fulcrum offers a variety of resources, including tutorials, documentation, webinars, and support
channels to help users maximize their experience with the platform. The service operates on a
subscription model with pricing based on the number of users and the features required.
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DataWinners

DataWinners is a cloud-based mobile data collection solution designed to help organizations
gather and manage data in real-time. Developed by Human Network International (HNI), it's
primarily targeted towards NGOs, humanitarian organizations, and public sector entities in
developing countries. Its aim is to provide a user-friendly, affordable solution for collecting and
analyzing data, even in challenging and resource-limited settings.
Key Features of DataWinners:

​ Multiple Data Collection Methods:
● Data can be collected via SMS, smartphones/tablets (using the DataWinners

Android app), or the web. This flexibility allows for data collection even in areas
with limited technological infrastructure.

​ Custom Form Builder:
● Users can create custom data collection forms using a simple, web-based

interface. The forms can accommodate various types of questions, from text
inputs to multiple-choice options.

​ Offline Data Collection:
● The DataWinners Android app supports offline data collection. Field agents can

gather data without an internet connection and sync it later when connectivity is
available.

​ Real-time Data Visualization:
● Collected data can be visualized in real-time using maps, charts, and graphs

within the DataWinners dashboard.
​ Automated Data Checks:

● DataWinners can automatically check incoming data for errors and
inconsistencies. If errors are detected, feedback can be sent immediately to the
data submitter.

​ SMS Alerts and Reminders:
● The system can be configured to send SMS alerts or reminders based on specific

criteria, ensuring timely interventions and actions.
​ Data Export and Integration:

● Collected data can be exported in various formats, such as Excel, for further
analysis. It also supports integration with other software and platforms.

Usage:
DataWinners has been utilized for a myriad of purposes, including:

● Health Monitoring: For tracking disease outbreaks, monitoring health interventions, and
patient follow-ups.

● Agricultural Surveys: To monitor crop yields, assess agricultural practices, or track
livestock health.

● Education: For tracking school attendance, monitoring educational interventions, and
assessing learning outcomes.

● Disaster Response: To assess damage, determine the needs of affected communities,
and coordinate relief efforts.

How to Get Started:
● Sign Up: Register for an account on the DataWinners website.
● Design Your Form: Use the web-based interface to create your custom data collection

form.
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● Choose Collection Method: Decide whether you want to gather data via SMS, web, or

mobile app. Configure the system accordingly.
● Deploy to Field Agents: If using the mobile app, ensure field agents have the

DataWinners app installed on their devices.
● Gather and Analyze Data: Once data starts coming in, use the DataWinners dashboard

to visualize, analyze, and act on the information.

DataWinners offers various resources to assist users, including user guides, video tutorials, and
customer support. They have a flexible pricing model based on the number of SMS messages,
data storage, and other factors, making it affordable for organizations of different sizes.
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QuickTapSurvey

QuickTapSurvey is a data collection and survey platform designed to allow organizations to
quickly and efficiently gather information in the field using tablets and smartphones. It provides a
user-friendly interface for creating surveys, collecting data (even offline), and analyzing results.
Here are some of its features and functionalities:
Key Features of QuickTapSurvey:

​ Survey Builder:
● A web-based drag-and-drop survey builder that lets you design custom surveys

without any need for coding. You can add multiple question types, including
multiple-choice, text, dropdowns, ratings, and more.

​ Offline Data Collection:
● With the QuickTapSurvey app, you can collect data offline without any internet

connection. Once you're back online, the data syncs automatically to the cloud.
​ Kiosk Mode:

● This mode transforms your device into a self-service survey station, which can be
useful for events, trade shows, or customer feedback stations in stores.

​ Custom Branding:
● You can add your organization's logo and branding to the surveys to maintain

consistency with your brand image.
​ Real-time Reporting:

● Access real-time data and analytics from the web dashboard. You can view
responses as they come in, generate reports, and export data for further
analysis.

​ Integration Capabilities:
● QuickTapSurvey offers integration with various platforms and tools, such as

MailChimp, Trello, Salesforce, and others, facilitating a smoother workflow.
​ Data Export Options:

● Export collected data in various formats like CSV, Excel, or PDF. This facilitates
easier analysis and sharing of the data.

​ Data Security:
● With encryption in transit and at rest, the platform ensures that the collected data

remains secure.
Usage:
QuickTapSurvey is versatile and has found applications in a wide range of sectors:

● Market Research: For collecting customer opinions, product feedback, and consumer
trends.

● Event Feedback: At conferences, trade shows, and other events to gather participant
feedback.

● Lead Capture: For collecting lead details at trade shows or events.
● Healthcare: For patient feedback, health screenings, and assessments.
● Retail & Hospitality: To gather customer feedback, product preferences, and service

evaluations.
● Field Research: In various sectors like environment, agriculture, and community

development for on-ground data collection.
How to Get Started:

● Sign Up: Register for an account on the QuickTapSurvey website.
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● Design Your Survey: Use the online survey builder to create your custom survey tailored

to your needs.
● Install the App: Download the QuickTapSurvey app on your mobile device (available for

both iOS and Android).
● Collect Data: Launch the app, log in, and start collecting data. Even if you're offline, the

app will store responses locally and sync them when connectivity is available.
● Analyze Results: Use the online dashboard to view and analyze collected data, generate

reports, and export the results.

QuickTapSurvey offers resources such as tutorials, guides, and customer support to assist
users in maximizing the benefits from the platform. It operates on a subscription-based pricing
model with different tiers based on features and usage requirements.
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FrontlineSMS

FrontlineSMS is designed for offline environments and relies on GSM modem or a mobile phone
connected to a computer to send and receive SMS messages. This makes it particularly useful
for data collection and mass communication in areas with limited or no internet access. Here's a
step-by-step guide on how to use FrontlineSMS for these purposes:
1. Installation and Setup:

● Download and Install: First, download FrontlineSMS from their official website and install
it on your computer.

● Connect a Device: Connect a compatible mobile phone or GSM modem to the computer.
This device will be used to send and receive SMS messages.

● Setup the Device: Launch FrontlineSMS. The software should automatically detect the
connected device. Follow the prompts to configure it.

2. Configuring Your System:
● Create Groups: Organize your contacts into specific groups. This will allow you to send

targeted messages to specific subsets of people.
● Import Contacts: If you have an existing list of contacts, you can import them into

FrontlineSMS. Otherwise, you can add them manually.
3. Data Collection:

● Design Forms: Use the built-in tools to create forms or questionnaires for data collection.
● Broadcast Forms: Send the forms to your target recipients. They can fill out the forms by

responding to the SMS prompts.
● Receive Data: As responses come in, FrontlineSMS will capture and store the data.
● Automate Responses: You can set up automated responses based on keywords or

specific triggers. This can help in acknowledging receipt of data or providing instant
feedback to respondents.

4. Mass Communication:
● Compose a Message: Write the SMS message you want to broadcast.
● Select Recipients: Choose the individual contacts or groups you want to send the

message to.
● Send the Message: Broadcast the message. It will be sent out to all selected recipients.

5. Analyzing Data:
● Export Data: FrontlineSMS allows you to export collected data in various formats (like

CSV) for analysis.
● Visualize: Some versions or plugins of FrontlineSMS may offer visualization tools to

represent your data in charts, graphs, etc.
6. Advanced Features:

● Auto-Forwarding: You can set up FrontlineSMS to automatically forward incoming
messages to another phone number or to an email address.

● Keyword Actions: Set up actions based on incoming message content. For example, if a
message contains the word "HELP", you can automate a specific response.

● Plugins: FrontlineSMS has various plugins that can be used to extend its functionalities.
7. Regular Checks and Maintenance:

● Ensure your connected device has a strong network signal and enough credit/balance if
required by your service provider.

● Regularly back up your FrontlineSMS database to prevent data loss.
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● Check for software updates periodically. Newer versions might offer better functionality

or fix existing issues.

Using FrontlineSMS in offline internet areas provides a robust solution for staying in touch with
communities, gathering vital information, and disseminating important announcements. Just
ensure you have the necessary permissions to send SMS to the recipients and adhere to local
regulations.
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Meshtastic

Meshtastic is a software project that uses low-power, long-range LoRa radio to create a mesh
network for communication, primarily intended for off-the-grid scenarios. LoRa (Long Range) is
a patented digital wireless data communication IoT technology that operates in the
sub-gigahertz frequency bands. Let's compare the primary functionalities of Meshtastic with the
previously listed apps:

​
​ Communication Medium:

● Meshtastic: Utilizes LoRa radio, which allows devices to communicate over
several kilometers without the need for traditional mobile networks.

● Other Apps: Primarily utilize GSM, 3G, 4G, or Wi-Fi networks, although some
apps like FrontlineSMS can operate offline using SMS.

​ Intended Use:
● Meshtastic: Designed for off-grid communication, making it ideal for hiking,

emergencies, or scenarios where traditional networks are unavailable.
● Other Apps: Focused on structured data collection, surveys, and professional

tasks, with some catering to messaging.
​ Dependency on Infrastructure:

● Meshtastic: Does not rely on traditional network infrastructures; it creates a mesh
network between devices.

● Other Apps: Most of them, with exceptions like FrontlineSMS, depend on some
form of network connectivity for full functionality.

​ Range:
● Meshtastic: Offers long-range communication due to LoRa technology, often

reaching several kilometers.
● Other Apps: Range is dependent on the network they are using. If it's SMS, it's

as good as the cellular network's range. If it's internet-based, then Wi-Fi or
cellular data range applies.

​ Power Consumption:
● Meshtastic: Highly power-efficient because LoRa radios consume minimal power.
● Other Apps: Power consumption depends on the mobile device and the network

module (Wi-Fi, GSM) in use.
​ Interactivity:

● Meshtastic: Mainly for basic text communication and location sharing.
● Other Apps: Provide structured forms, multimedia support, surveys, and more.

​ Use Case Examples:
● Meshtastic: Emergency scenarios, hiking in remote areas, off-grid events.
● Other Apps: Research, humanitarian response, health monitoring, data collection

in the field, SMS communication.
​ Scalability:

● Meshtastic: Can scale with the number of devices in the vicinity to create a mesh
network.

● Other Apps: Scalability depends on the application and its back-end
infrastructure.
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In essence, while Meshtastic offers a unique solution for long-range, low-power communication
without the need for traditional infrastructure, the other listed apps cater to different needs,
primarily around data collection, surveys, and structured communication. Meshtastic fills a niche
that most of the other apps don't address: the need for peer-to-peer, long-range communication
in areas without cellular or Wi-Fi connectivity.

Building a Decentralized, Secure, and Private Communication System for Myanmar



75

Meshtastic-centric Off-grid internet apps

Combining Meshtastic with data collection apps opens up an array of possibilities, especially
in remote or challenging environments where traditional connectivity solutions are ineffective or
absent. Here's how these apps could be integrated or used in tandem with Meshtastic:

​ Data Collection in Remote Areas:
● Use tools like KoBoToolbox or ODK Collect to gather data.
● In areas without mobile connectivity, transmit the collected data via Meshtastic to

another device that has network access.
​ Emergency Response and Humanitarian Aid:

● In disaster-struck regions, employ CommCare or TaroWorks to collect vital
information about the affected population.

● Use Meshtastic to relay this information across relief teams spread over vast
areas.

​ Research in Difficult Terrains:
● When conducting research in remote areas using tools like SurveyCTO, data can

be collected on devices.
● Using Meshtastic, this data can be sent to a base station or centralized location

for aggregation and further analysis.
​ Monitoring and Task Management:

● Utilize TaroWorks or Fulcrum for fieldwork, task management, and monitoring.
● In places with weak cellular connectivity, relay task updates, reports, and

essential communication via Meshtastic.
​ Health Campaigns in Off-Grid Locations:

● Employ CommCare to manage health campaigns, track diseases, and deliver
care.

● Use Meshtastic for real-time updates, especially when teams are spread out in
regions without regular network access.

​ Surveys and Feedback in Remote Events:
● For events hosted in off-grid locations, use QuickTapSurvey for feedback and

data collection.
● Share the results and updates in real-time across the event area using

Meshtastic.
​ Communication Relay:

● While FrontlineSMS is a powerful tool for SMS communication, in areas without
cellular access, you could use Meshtastic as a relay. Messages can be collected
using FrontlineSMS and then dispatched through a mesh network created by
Meshtastic.

For a seamless experience, these integrations would typically require some software
development effort. This is to ensure the data collection app can effectively package data for
transmission via Meshtastic and that the receiving end can interpret and store this data properly.
Depending on the amount of data to be transferred, one might also have to handle data
fragmentation and reassembly, as LoRa, being a low-power, long-range technology, has
constraints on the size of data packets it can send in a single transmission.

Building a Decentralized, Secure, and Private Communication System for Myanmar



76

Features comparison

1 2 3 4 5 6 7 8 9 10 11

Feature/
Attribute

KoBo
Toolb
ox

ODK
Collec
t

Com
mCar
e

Surve
yCTO

Taro
Work
s

Fulcr
um Magpi

Data
Winne
rs

Quick
TapSu
rvey

Frontl
ineSM
S

Meshtastic
LoRa

1
Offline
Capabili
ty

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

2 Mobile
App Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

No
(Requires
hardware)

3 Web
Interface Yes No Yes Yes Yes Yes Yes Yes Yes Yes No

4 Open
Source Yes Yes No No No No No No No Yes Yes

5
Multime
dia
Support

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No

6 GPS
Data Yes Yes Yes Yes Yes Yes Yes Yes Yes No No

7
Customi
zable
Forms

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No

8
Data
Encrypti
on

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

9 Mesh
Network No No No No No No No No No No Yes

10
SMS
Commu
nication

No No Yes No No No No Yes No Yes No
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App Primary
Focus

Offlin
e
Suppo
rt

Multim
edia
Suppor
t

Cust
omiz
ation

Integrat
ion
Feature
s

Platf
orm

Special
Features

An
dr
oid

Website

1
KoBo
Toolb
ox

Data
Collection Yes Yes High Various

APIs

Web
,
Mobi
le

Humanitari
an focus

Ye
s

KoBoToolbox:
https://www.kobotoolbo
x.org/

2
ODK
Colle
ct

Data
Collection Yes Yes High Various

APIs
Mobi
le

Open-sour
ce

Ye
s

ODK Collect (Open
Data Kit):
https://getodk.org/

3
Com
mCar
e

Case
Manageme
nt

Yes Yes High Various
APIs

Web
,
Mobi
le

Health
context
focus

Ye
s

CommCare:
https://www.commcare
hq.org/

4
Surv
eyCT
O

Advanced
Surveys Yes Yes High Various

APIs

Web
,
Mobi
le

Academic
research

Ye
s

SurveyCTO:
https://www.surveycto.
com/

5
Taro
Work
s

Field
Service
Manageme
nt

Yes Limited Medi
um

Salesfor
ce

Mobi
le

Remote
team
manageme
nt

Ye
s

TaroWorks:
https://taroworks.org/

6 Fulcr
um

Data
Collection Yes Yes High Various

APIs

Web
,
Mobi
le

GPS &
mapping

Ye
s

Fulcrum:
https://www.fulcrumapp
.com/

7 Magp
i

Data
Collection Yes Yes Medi

um Limited

Web
,
Mobi
le

Messaging
& alerts

Ye
s

Magpi:
https://home.magpi.co
m/

8
Data
Winn
ers

Data
Collection Yes Limited Medi

um Limited

Web
,
Mobi
le

SMS data
collection

Ye
s

DataWinners:
https://www.datawinner
s.com/

9

Quic
kTap
Surv
ey

Surveys Yes Yes Medi
um Limited Tabl

et

Rapid
offline
surveys

Ye
s

QuickTapSurvey:
https://www.quicktapsu
rvey.com/

10
Front
lineS
MS

SMS
Communic
ation

N/A
(SMS
based)

No Medi
um Limited Des

ktop

SMS
without
internet

Ye
s

FrontlineSMS:
https://www.frontlinesm
s.com/

11
Mesh
tastic
LoRa

Off-grid
Communic
ation

Yes No Limite
d Limited Hard

ware

Long-rang
e mesh
network

Ye
s https://meshtastic.org/
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Expanding the Research and Testing Efforts

To further enhance the effectiveness of the Meshtastic integration with LoRa technology, a
comprehensive and iterative research approach is warranted.

❖ This involves delving into various hardware models available on the market to identify
the most suitable options for specific use cases. Through meticulous testing, the
performance of different hardware models can be assessed, enabling to make informed
decisions regarding the most optimal choices for the project.

❖ Creating a tailored solar charger solution for specific LoRa devices is a strategic step
towards sustainable and autonomous operation. This involves crafting a solar charging
system that accommodates the unique power requirements of LoRa devices,
incorporates efficient power control mechanisms, and safeguards the integrated
components.

❖ The development process should also include designing a water-resistant enclosure to
protect the batteries, power controller, and power bank, ensuring reliable performance in
diverse environmental conditions.

❖ Designing a sustainable solar panel system to be positioned atop a telecom tower at a
height of 100 feet requires a combination of engineering expertise and environmental
considerations. The panel design should account for factors such as wind resistance,
durability, and efficient energy capture. Collaboration with renewable energy experts and
engineers will be essential to create a solution that can withstand strong winds and
ensure consistent power generation for the LoRa devices.

❖ Conducting real-world testing with a network of 100 LoRa devices provides a
comprehensive evaluation of the Meshtastic integration's scalability, reliability, and
robustness. This large-scale deployment will allow you to assess how the
communication platform performs in complex and dynamic scenarios. The testing should
encompass various geographical terrains, environmental conditions, and communication
patterns to capture a holistic understanding of the solution's capabilities.

❖ Integration of Meshtastic, LoRa, ATAK, and Landmine Solution for Humanitarian Aid and
Safety in Myanmar. Deploy Meshtastic devices equipped with LoRa technology to
establish a decentralized communication network that operates independently of
centralized infrastructure. Integrate Meshtastic with ATAK to provide activists,
humanitarian workers, and communities with real-time situational awareness through
mapping, location sharing, and communication features. Utilize ATAK's capabilities to
mark and track areas with known landmines, creating an interactive map that helps
users navigate safely.
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Disseminating Ideas, Discoveries, and Practical Implementations

The endeavor to establish a decentralized, secure, and private communication system has been
met with a dedicated effort to share the concept, findings, and practical implementations with
various stakeholders. This commitment to knowledge dissemination and collaboration has
yielded impactful interactions across different forums and groups, contributing to the
advancement of this transformative communication platform.

❖ DRAPAC23, Digital Rights Asia-Pacific 2023:
The vision of a decentralized, secure, and private communication system was introduced
and discussed at the DRAPAC23 conference, an important platform gathering digital
rights advocates and experts from the Asia-Pacific region. The significance of this
system in upholding digital rights and ensuring secure communication channels was
emphasized, initiating crucial conversations on its potential implications and benefits.

❖ Engaging Administrative Departments:
The concept and implementation of the communication system were shared and
demonstrated to key administrative departments in Karenni and Chin states. By
showcasing the practicality and advantages of this technology, administrative officials
gained insights into its potential to bridge communication gaps and enhance connectivity
within these regions, promoting effective governance and coordination.

❖ Engagement with Donor Communities:
In the realm of donor communities, a comprehensive presentation and live
demonstration of the decentralized communication system were delivered in Chiangmai,
Thailand. Donors, who play a pivotal role in supporting initiatives with meaningful impact,
were acquainted with the project's goals and outcomes, encouraging potential
collaborations and resource allocation.
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❖ Collaborating with Media Organizations:
Recognizing the indispensable role of media organizations in shaping public discourse
and information dissemination, the idea and functionality of the communication system
were shared and practically demonstrated. This engagement with media entities
operating in Myanmar not only highlighted the significance of secure communication for
journalistic integrity but also fostered potential partnerships in implementing the system
for real-time reporting.

❖ Supporting Human Rights Initiatives:
The endeavor to establish a secure communication system aligned closely with the
efforts of human rights documentation teams. By supporting technical proposals and
providing insights to media houses, organizations like the ICJ – International
Commission of Jurists and the Independent Investigative Mechanism for Myanmar
(IIMM) benefited from the idea's alignment with their mission to safeguard human rights
and disseminate accurate information.

❖ Empowering Defense Forces and Police:
The practical implications of the decentralized communication system extended to
engagement with entities responsible for security and law enforcement. Discussions with
People's Defense Forces and Chin State Police Forces in Myanmar highlighted the
potential for a secure and private communication platform to bolster operational
coordination, enhancing their overall efficiency and effectiveness.

Missed opportunities to share
● RightsCon 2023 - Costa Rica
● DWeb 2023 - USA

In essence, the sharing of ideas, findings, and implementations of the decentralized, secure,
and private communication system underscores a commitment to collaborative progress.
Through interactions at conferences, engagement with administrative bodies, collaboration with
donors, media organizations, and support for human rights initiatives, as well as facilitating
enhanced communication for defense and police forces, the journey toward realizing a
transformed communication landscape is advanced. This multi-faceted approach exemplifies a
holistic strategy to bring about positive change through secure and decentralized
communication.
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Alternative Communication
Starlink in Short:

Starlink, developed by SpaceX under Elon Musk's leadership, aims to deliver high-speed global
internet (50 Mbps to 150 Mbps) via a vast network of small satellites in low Earth orbit. These
satellites connect with ground stations worldwide and interact with user terminals, or "dishes,"
part of the Starlink Kit. Users can access the internet by ordering this kit, setting it up,
configuring the included router, subscribing to a suitable plan, and then browsing the web as
with any traditional internet service.

Challenges:
● Lack of online payment options and international delivery services in Myanmar.
● Sanctions complicating deliveries to Myanmar.
● High power consumption of the Starlink device.
● Connectivity issues due to limited satellite coverage.

Solutions:
● Order the Starlink Global Mobile Roaming Plan from countries with accessible delivery

options, then bring the device to Myanmar via alternative routes.
● Ensure a sufficient power backup system, considering the Starlink device's power

requirements.
● Monitor and update satellite connectivity regularly to enhance internet stability.

For more: https://www.starlink.com/roam
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Thuraya IP+ in Short:

Thuraya IP+ is a mobile satellite broadband internet device tailored for dependable emergency
data connections. This terminal becomes crucial in areas where there's a lack of or absence of
ground infrastructure. It boasts data speeds up to 444 Kbps on Standard IP and 384 Kbps on
Streaming IP, catering to various needs like high-definition video broadcasting, broadband

internet, email, and VPN services.

Challenges:
● Limited Internet Speed: While Thuraya IP+ provides notable speeds, it might not match

established broadband networks in certain urban areas, posing challenges in
high-bandwidth tasks.

● Bandwidth Cost: The financial aspect of high-quality satellite communication can be
higher compared to terrestrial internet, potentially straining budgets.

● Coverage Constraints: Despite the extensive reach of satellites, some parts of Myanmar,
especially remote areas, might face connection stability issues.

Solutions:
● Emergency Communication: Reserve the Thuraya IP+ exclusively for urgent

communication needs to save bandwidth for critical times.
● Choose Pay-Per-Use: Consider a usage-based payment approach over monthly

commitments to only pay for consumed data, optimizing costs.
● Position for Best Reception: Ensure the device is positioned in places with direct satellite

visibility for a robust and consistent connection.

For more: https://www.thuraya.com/en/products-list/land-data/thuraya-ip-plus
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ZOLEO in Short:

ZOLEO is a compact satellite communicator with an enduring built-in battery. It allows users to
send SMS messages (up to 900 characters each) to any global number, as well as issue SOS
alerts and share GPS locations, especially when regular cellular or Wi-Fi connections are
unavailable.

Challenges:
● Availability: ZOLEO might not be available for purchase in Myanmar or nearby countries,

requiring potential international orders with added customs and shipping challenges.
● Service Costs: The ongoing fees for ZOLEO's services can be costly, considering both

the device price and recurring satellite connectivity charges.
● Coverage Limitations: ZOLEO's signal in Myanmar may be disrupted in areas with

challenging terrains like mountains and dense forests.
Solutions:

● Alternative Procurement: Source ZOLEO from available regions and use creative means
for entry into Myanmar, including leveraging connections or direct travel.

● Emergency-Only Usage: Use ZOLEO solely for emergencies to conserve costs, battery,
and credits.

● Strategic Positioning: Position the device in open sky areas, avoiding obstructions like
forests or mountains, for optimal performance.

For more: https://www.zoleo.com/my-region
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Meshtastic LoRa in short:

Meshtastic LoRa is a revolutionary SMS, GPS communication the power of Meshtastic's mesh
networking platform with LoRa (Long Range/Low Power) technology. It enables devices to
communicate over long distances (more then 100 miles) without relying on traditional
infrastructure, making it ideal for remote areas, disaster response, and off-grid scenarios. This
integration offers seamless, secure, and private communication, with the potential for
solar-powered operation and support for various languages.

Challenges:
● Purchase directly from the Chinese factory and deliver to destinations within Myanmar.
● Restricted network coverage within Myanmar.
● Message sending limitations: A single SMS can contain up to 256 characters in Roman

alphabets or 128 characters in Burmese (Unicode).

Solutions:
● Purchase items in large quantities and transport them to towns along the

Myanmar-China border. From these border towns, utilize alternative transportation
methods to reach destinations within Myanmar.

● Deploy a high number of nodes to enable the autonomous formation of a mesh network.
● Create concise communication codes that link to detailed information. Distribute these

codes to all users.

For more: https://meshtastic.org/docs/getting-started
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Paramotor (PPG) for emergency transportation

Overview:

The paramotor, popularly known as PPG (powered paraglider), is not just a device but an
exhilarating experience waiting to be unraveled. It's a motorized paraglider parachute designed
for versatility, speed, and convenience.
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Product Variants:

​ Wheeled Paramotors: Comes in both three-wheel and four-wheel versions, suitable for
those who prioritize comfort. They are equipped with a robust engine, ideal for carrying
significant loads. To land smoothly, a clear, flat expanse of a hundred feet is necessary.

​ Foot-Launched Paramotors: A favorite among enthusiasts for its portability and ease of
transport. It only requires about 25 free steps for landing and works best with ground
winds between 6 to 10 mph.

Engine Specifics:
● Engines vary from the compact 80 cc to the potent 350 cc.
● Two-cylinder engines are lighter, utilizing a mix of gasoline and 2T engine oil.
● The four-cylinder version, although heftier and larger, ensures a distinct separation

between gasoline and engine oil.
● Cutting-edge battery-powered models are currently under rigorous testing and

production phases, promising a greener future.

Key Features:
● Weight & Portability: A typical paramotor weighs a bit over 30 kilos. Its parachute, which

spans between 60 to 100 feet, weighs approximately 6 kg. Despite these specifications,
its compact design ensures it's easy to carry.

● Performance: While it can soar up to 35 mph with the wind's assistance, opposing winds
might reduce its speed to 5 mph. Its maximum altitude reaches a staggering 12,500 feet
without the need for an oxygen tank. However, flights at greater heights would
necessitate oxygen support.

● Endurance: A medium-sized engine paramotor can cover impressive distances—more
than 200 miles at 500 feet of altitude. This journey, at a speed of 30 mph, consumes
about 15 liters of gasoline over 7 hours.

● Quick Setup: The rapid unpacking and launch mechanism of a paramotor ensures that
you're air-bound within just 5 to 15 minutes.

Payload Capacity:
Equipped with a 23-meter wingspan and a medium engine, our paramotor can comfortably
accommodate a weight range of 100 to 150 kg. This is versatile enough to carry either two
individuals or a pilot along with essential cargo.

Pilot Requirements:
New pilots should anticipate a training period spanning between 5 to 15 days. For those looking
to touch the skies at 18,000 feet, an official motor vehicle pilot's license, coupled with a valid
pilot's license, is mandatory.

Unique Selling Points:
● Versatility: Whether you're soaring over hills, valleys, or dense forests, the paramotor

promises unmatched flexibility in navigation.
● Emergency Aid: In crisis situations, especially in inaccessible terrains, this device

becomes indispensable. From transporting food and medical supplies to evacuating
individuals in distress, the paramotor stands as a beacon of hope and efficiency.

● Rapid Response: Be it rescue missions or quick supplies delivery, the paramotor's swift
setup and launch mechanism ensures timely interventions.
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In Conclusion:
Whether you're an adrenaline junkie, a professional pilot, or someone seeking innovative
transportation solutions, our paramotor promises an experience like no other. Embrace the skies
with unparalleled freedom and efficiency!

Photos

More activity photo: https://photos.app.goo.gl/YbiT5Y4cxFjo4F1r9
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